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ACTION ARA- 8G INCLUDING TRE EJERCITO NATIONAL DE LIBERACTON (EN, THE 
acesereren Lacneeeneveeetsumenceeencesneareterncenccnnnccceseers — EJERC POPULAR DE LIBERAGION (EPL), AND THE FUERZAS 


: ARMADAS REVOLUCIONARIO COLOMBI MNO (FARC). ATTACKS ARE. 
TAKING PLACE ALL ALONG THE PIPELINE (£.G. ANYWHERE FROM 
KILOMETER $9 NEAR THE FIELD, TO KSLOHETER 458 NEAR 


ACTION CFFICE C¢-82 
INFO FILE-@2 @a-@1 ARA-Q5 PPC-82 DECP-31 ECP-Or OAaS-BL PPA-EL 


OAND-82 /818 A2 RD 





weeeereneeenene Wecentedeneweennscseeencnnceccesennnensesceseen= — COVENAS) AND IN DIFFERENT AREAS OF THE COUNTRY VIRTUALLY 
INFO LOG-20 CCPY-@1 ADS-03 AID-O5 — INR-18 SS-08 «= CLAE-88 S(MUL TANEOUSLY. XPLAINEC 

Fe-Be © 04DE-BS H-B) «—«EXIN-GS MSCE-GO NSAE-Od CONE-G0 THAT ATTACKS WERE TAKING PLACE IN FARG AAEAS, ELN AREAS B6 

$80-08 1-03 LB-94CTNEDO TRSE-OB PH-Ag = -ATC+3t AKO EPL AREAS AT THE SANE TIME. ALL AGREED THAT THE 

OPIC*S? PA-B1 FAAE-02 CCO-OS OMS-e1 STR-17  INRE-G0 OCROINATEO NATURE OF OIL SECTOR ATTACKS INDICATES THE 

CA-02 s FRB-23 |: USSS-22 USIE+G2 GUSE-09 FEIE-09 SP-C? GUERRILLAS HAVE SECIDED TO VORK TOSETHER TO DESTABILIZE 

Ot-02" DOEE-fO H-3f = NRE-O2_—FAIN-O1 C-Ot es-91 COLOMBIAN POLITICS PRIGH TO THE PAGCH TATORAL ELECTIONS. 

DSE-@9 SCT-02 E-01 = P-82 1-51 9-033 seer erorrerenes seats me meen dR CRI AL AREAS 

wane nn nnneeees eresgag37d 2369522 /11 12 4, [fee THAT ATTACKS IN ARAUCA ARE A CASE IN B6 
: Por UNION PATRIOTIC’ 18 STRONG IN ARSUCA AHO (H 
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A POSITION 76 GENEFTT FROM ROYALTY PAYMENTS FROM TRE 
GAHON LIMGN OPERATIONS. THE UP STAKSS TO LOSE POLITICAL 
CLOUT AS ITS RESOURCE BASE 1S DIMINISHED BY THE 

ATTACKS, . TRE FRET THAT THE ATTACKS ARE TAMING PLACE 







CONF TL OERT I AL BOGOTA 08922 INDICATES TO THOT THE FARC HAS, AT & MINIMUM, B6 
BLESSED ELK OF HT 1S WOT ACTIVELY 
PARTICIPATING, OIRTED OUT THAT THE BP RIG - B6 


£,0. 12356: OfCL:OADR 
TAGS: EPET, PTER, ECON, CO 
SUBJECT: OIL SECTOR UNDER SEVERE GUERRILLA ATTACK 


DESTROYED BY THE ELN WAS DEEP IN FARC TERRITORY (SEE 
BOGOTA 791). ELN PROPAGANDA LEFT AT THE SITE CONTAINS 
AN ELM THREAT TO 
‘REFS: {A} BOGOTA 809, (5) BOGOTA 791, (C) BOGOTA $27, CLOSE DOWN ALL FOREIGN OL SECTOR 
(e) &7 BOGOTA 16338, WO) $7 BOGOTA 18748 " OPERATIONS IN COLOMBIA AND 10 KEEP CaxO M LIMON OfL EN 
THE GROUND, 
1, OM JANUARY 28, [pain US PETROLEUN - BG 
COMPANIES OPERATING IW COLOMETA EXPRESSED GRAVE COHCERN ATTACKS ON OCCIDENTAL OPERATIONS 
ABOUT UNPRECEDENTED ESCALATION OF GUERRILLA ATTACKS OX 


Ol SECTOR PRODUCTION, TRANSPORT AND REFEHERY, AND 5. OCCIDENTAL PETROLEUM 2M PARTICULAR HAS BEEK KARO HIT 


EXPLORATION CPERATHONS. OF. OTE FR THE CURRENT ATTACKS BY THE ATTACKS, SINCE JANUARY 12, THE CARON LIMON- 

ARE THE FERST EVER DESTRUCTION OF _& DRILCING RIG, AND COVENAS {LC} PIPELINE HAS BEEN BLOWN UP AT LEAST 2 
THE TOTAL PARATYZATION OF THE CANON LIMON OPERATI OHS. ; TIMES. THE LINE BAS SEEN CLOSED SINCE THE FIRST ATTACK, 
THE GROUP SELIEVES THE iE GUERRILLAERFORT.. 1S COORD THATED BUT 1S SUPPOSED TO REOPEN JANUARY 21. TEN OF THE 

AMONG VARLOUS GRours ‘ax0. tS, OESIGNED TQ OESTAGILIZE ATTACKS HAVE BROKEN THE LINE, WETH 2 CAUSING SENE SEVERE. 


“To us, - . DENTS.. NOT ONLY IS THE PIPELINE BEING BLOWN UP FASTER 
THAR ET CAN SE REPAIRED, BUT EXPORTS WERE STOPPED, 200 
PRODUCTION AT THE FIELD WAS SHUT DOW. . THIS IS. THE 
FIRST TIME, DESPITE SUSTAINING ATIACKS_EQR_TW0_YEAGS, 
THAT DECTUERTA AC WAS WA, ‘0 10 0 SUSPENO.EXPORTS ERON JHE 





COLOMBIA PRIOR T TO THE HARE HAYORAL | ELECTS 1 
TRE COMPANIES FALTEO THE E GOVERNTERT 3 FOR ITS & WEAK 

RESPONSE TO THES SERIOUS CRISIS. ON JANUARY 21, THE 
COMPANIES WE UNDERSTAND DID HAVE A GOOD HEETENG WITH 















ENERGY MINISTER PERRY AND CAME AWAY FEELING THE WTAE W 
GOVERNMENT WILE TAKE ACTION, 1 SEPARATE MEETINGS. COVENAS TERMINAL AND STOP PRODUCTION AT THE WE FIELD 
ITSECEARECATSE TRE PIPELINE FEEDS THE Goc’S CARTAGENA B6 
Heorr REFTRERY, 17 1S POSSIQLE THAT THE GOC WILL HAVE TO. 
THAT THEY FEEL THE SECURITY SITUATION IF OI SECTOR IMPORT GOTH CRUDE OL AND GASOLINE TF {T 1S TO REET 


MORTH COAST DEMAND FOR PETROLEUM PROOUCTS. , 
ENVIRONMENTAL DARAGE IN SGHE AREAS 1S REPORTED TO BE 


VERY SERIOUS. 


HAS DETERVORATEO MARKEDLY AND THAT ACTIONS OF GUERRILLA 
GROUPS ARE COORDINATED. END SUMMARY. 


CURRENT PROBLEMS 

ac renennseseeeee 6. [_eetr THAT GUERRILLA TACTICS HAD IMPROVED B6 

2, CHARGE, ACTING OCH SPILLANE, AND ECON OFFICER LENAY SOMEWHAT AS WELL. MORE ATTACKS WERE RESULTING 1M BREAKS 

eternal arte STEAM 
TVITH 1M THE PUPELINE RATHER THAR DENTS, OURING 1986 

AND"TSET, MOST ATTACKS RESULTED IM DENTS. THE EXPLOSIVE HF B6 
CHOICE REMAINS DYNAMITE, MAINLY BECAUSE THE GUERRILLAS 

TOGETHER THESE COMPANIES REPRESENT THE BULK OF APPEAR TO HAVE LARGE STOCKS. [ [NOTED THAT IM ONE B6 
ATTACK OW A CEMENT FACTORY NEAR MEDELLIN (SEE 87 BOGOTA B6 






16338), THE GUERRILLAS WALKEO AWAY WITH dogs POUNDS OF 


FEEL TRE SECURITY SITUAT ON F CIENG TH! 
OYNAMITE FROM A TOTAL STOCK OF tS, #2@ POUNDS. 


“OIL SECTOR KAS DETERIORATED MARKEGLY QURING THE LAST 
SEVERAL WEEKS AS HAS TRE SECURITY SITUATION th COLOMBIA 





IN GENERAL. TREY BELIEVE THEIR OPERATIONS FN COLOMBIA ECONGHIC (MPLECATIONS OF ATTACKS 
ARE UNDER SIGNIFICANT GUERRILLA THREAT ANO THAT THE GOC ovewerssaercnasece sacecaernecone 
1$ NOT REACTING TO THE PROBLEM WITH SUFFICIENT VIGOR. 7, HE ATTACKS WAVE SERIQUS ECONOMIC IMPLICATIONS. OF 


THEY MOTED THAT TRE GWERRILLAS WERE NOT SEEKING 10 A TOTAL OIL PIPELINE TRANSPORT CAPACITY OF 480,080 BPO, 


ExT ORT THER | THEN FRTGR TO THE ATFACKS AS THEY MAD IN THE PAST. TO THE ATFACKS AS THEY HAD 18 THE PAST. : THERE ARE CURRENTLY ONLY Se, 000 BPD FLOWING, THIS RATE 


OF FLOW, COUPLEO WITH HIGH STOCKS OF GOTH CRUDE ano 

PRODUCTS, Wiki KEEP CENTRAL COLOMBIA SUPPLIED FOR THE 

WEAR FUTURE GUT MOT MUCH MORE. THE SITUATION ON TRE 

WORTH COAST 1 NORE PRECARIOUS, WITH STOCKS APPARENTLY B6 
QEING CEPLETED. tf THE GUERRILLAS CONTINUE TO ATTACK ri 


GUERRILLA EFFORT COORDINATED 


orescaucs weeee enews sacenare 


SAIO CHE COMPANIES FEAR THE GUERAILLA 
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PRODUCT LINES, AS THEY DID IN THE ATTACK IW THE 
BARRANCAGERMEJA AREA REFINERY {SEE 87 BOGOTA 18749}, 

TREY COULD CREATE ZEVERE SHORTAGES OF PETROLEUM PRODUCTS 

iN COLOME(A’S MAJOR CITIES WITHIN A MATTER OF ABOUT 10 

DAYS. if ATTACKS ON BULK PLANTS TARE PLACE 

SIMULTANEQUSLY, THE EFFECT WOULD Ef SPEEQrO. IF THE 
REFINERIES ARE ATTACKED, THE COST OF IMPORTING PETROLEUM 
PRODYCTS WOULD BE ENORMOUS AKD WOULD HAVE DAMAGING 

EFFECTS ON COLOMBIA'S SALANCE OF PAYMENTS AKD FOREIGN 


RESERVES, 
8. FOREIGN SHVESTNSNT WILL FROBARLY BF HARMED BY THE 
ONGOING ATTACKS... AS FOINTED OUT, {T IS SHARD TO 


contTize us CORFGRATE HEADGUSRIENS THAT INVESTMENT TM 
COLOMBIA IS LINELY TO PAY C7, ESPECIALLY TF YOU NEEO TO 
BUILO A NEY PIPELINE OR INVEST IN EXFLGRATION 1H REMOTE 
AREAS. (H & MORE GENERAL SEXSE, ANY DETERIORATION OF 
THE SECURITY SITUATION WILL LEAD TO A DECLINE IN 
INVESTMENT FROM BOTH FOREIGH AND DOMESTIC SOURCES. 


poet Mean ere eee 


—OTkEh POTENTIAL TARGETS. AND tHPL ICATTONS > 


Ts Sanweenscneenoree Dl is te epee 


9. AFTER REVIEWING CURRENT PROBLEMS, THE DISCUSSION 
TURNED TO OTHER POTENTIAL EASY TARGETS WHOSE DESTRUCTION 
WOULD CAUSE_SEVERE REGIONAL AKD/OR NATEONAL ECONSNIC 
PROBLEMS. 

POINTED TO TKE.MORTH COAST NATURAL GaS 
PIPELINE NETWORK. KE SAID THAT ONE PIPELINE FEEDS ALL 
“THE WORTH COAST ELECTRICAL PLANTS. FF IT IS DESTROYED 
VIRTUALLY ALL, THE RORTH. COAST, WOULD. BE THONT 
ELECTRICITY, FOR A AU.EXTENDED PERIOD, ORICLING RIGS ARE 
ANOTHER EASY TARGET. THE DESTRUCTION OF THE BRITISH 
PETROLEUM RIG 1S A REW WRINKLE THAT BODES ILL FOR THE 
FUTURE, THAT ATTACK REPRESENTS THE FIRST TIME THAT THE 
GUERRILLAS RAVE CESTROYED A RIG AND {S$ SEEN BY THE 
COMPANY PRESIOEMTS AS A MAJOR ESCALATION. 


18. THE GOC’S LASGELY UNPROTECTED REFINERIES PRESENT 
ANOTHER TEM TGTARGET. ALTHOUG “PROVIDED COURSES 
ON PIPELENE AND REFINERY SECURITY MASE THE LACK OF . 
SECURITY CLEAR TO SENCOR ECOPETROL MANAGEMENT, LITILE  , 
RAS BEEN OCHE TO CORRECT THE SITUATION, UF THE 
REFEWERIES ARE DAMAGED OR DESTROYED, THE GOS WOULD GE 
FORCED TO IMPORT LARGE QUANTITIES OF PETROLEUM PRODUCTS, 
PRINCIPALLY GASOLENE, AT HIGH COST TO THE ECONOMY, THE 
GUERRILLAS COULD ALSO ATTACK TRE PROOUCT PIPELINES 
EXITENG REFINERIES LEAVING MAJOR AREAS OF THE COUNTRY 
WITHOUT FUEL. FINALLY, THE BULK PROGUCT OISTRIGUTION 
CENTERS RUN BY ECOPETROL AND A HUMBER OF PRIVATE 
CONPANIES COULD BE ATTACKEO. THEIR DESTRUCTION WOULO 
CAUSE REGIONAL FUEL SHORTAGES, 


GOC RESPONSE SEEN AS INADEQUATE 


1k. THE CONPANYL DO NOT SEE THE Goc’s 
RESPONSE TO TRE CURRENT WAVE OF ATTACKS AS ADEQUATE. 
INCTEQ THAT ALTHOUGH THE MILITARY PRESENCE IS 

WIGH ALONG THE CLC PIPELINE, THE TROOPS ARE NOT 
PATROLL I WHER THE ATTACKS GENERALLY TANE 
PLACE. NOTED THAT THE HILITARY APPEARS 
UNWILLING TO TAKE THE FIGHT TO THE GUERRILCA UNTIL THEY 
FEEL THEY CAN WIN, THAT WILE MOT OCCUR UNTIL EQUIPMENT 
SRORTACES ARE ACLEVIATE 

BELIEVE THAT THE GOC HaS REFGNED ¢N TKE MPL (TARY 
PRIOR TO THE MARCK ELECTIONS. REGARDLESS OF WHOSE POLNT 
OF VIEW IS ACCEPTED, THE MILITARY IS NOT SEER aS 
EFFECTIVE (NM PURSUING AND PUNISHING TRE GUEARELLA UNITS 
RESPONSIBLE FOR RECENT ATTACKS. 


ECOPETROL CONCERKS 
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12, THE REETINGS WITH TEKO 10 B6 
Cc] B6 


CONFIRM THE FEELINGS OF THE 

{$ WOT AT ALL SANGUINE ABOU aPEe PETROLEUS 

SECTOR IN 1925. WE EXPECTS THE ATTATKS TO CONTINUE, IF 

ROT TO WORSEH. ECOPETROL ALSO Faces REGOTIATIONS: 

(N 1988 THAT WILL BE VERY DIFFICULT. FEELS THAT & B6 


NUMBER OF THE SENICA URLON LEADERS Ore NOT ONLY | 







peat 
GUERRILLA Stn PATAI? ERS, BUT. ACTUALLY, COMANDANTES. B6 
BELIEVES THE MILLING GF MANYEL GUSTAVO CKACON (3 E; 

BOGOTA ses TAGED BY THE LEFT IM CROER TO CREATE 

UNREST. [oe HE FELT CRACON WAS A B6 
“SACRIFICTAL CAMB” USEO TO START UNREST IN 

BASRANCAEERME JA, BUT aE ALTO NOTED THAT CHACON HIMSELF B6 
WAS'RKOUN TO HAVE CLM TIES.) KOTEO CRYPTICALLY B6 
THAT THE GARFANGASERMEJS REELNERY Ca%é URDER UNIOH 

CONTROL CURING THE eet. [ere B6 
REFINERY HAS SINCE BEEN "MILTTANTZEO. uOTED B6 


THAT ECOPETAOL 1S WORKING CLOSELY WITH THE MILITARY TO 
PROTECT THE PIPELINE. JHE DIFFICULTY IS THE LERGTH OF 
THE LANE. HE DOES NOT FEEL LACK OF EFFORT 1S A PROGLED. 


EMBASSY COMHENT 

13, THE RECENT WAVE OF GUERRILLA ATTACKS ON THE ; 
PETROLEUM SECTCR 1S FAR WORSE THAN ANYTHING FAAT HAS 
OCCURRED IM THE PAST, GURING THE HEIGHT OF GUERRILLA B6 
ATTACKS ON THE CLO PIPELINE OURENS 1986-7, THE LINE WAS 
GERERALLY NOT OGWH FOR HORE. THAN A FEW DAYS A MONTH, 

INE GUERRILLAS GENERALLY ALLOWED PUMPING 170 BEGIN ONCE 
REPAIRS WERE CONPLETEO AND EXPORTS WERE NOT HARMED. 
CURRENTLY THE LENE 1$ EEING GROKEN AT A RATE FAR 
EXCCEDING ABILGTY TO REFAIR 11, THAT ECOPETROL 1S TODAY 
1M CHARGE OF REPAIRS PROBAELY DOES HOT MAKE BATTERS 
EASIER, BECAUSE FTS EXPERTISE nes WOT EQUAL THAT OF 
OCCIDENTAL AND SHELL. 


14, THE POSSESLE EFFECT OF LOST EXPORTS COULD PLACE TRE 
GOC t# A VERY DIFFICULT POSITION REGARDING ITS 
(WVESTNENT AND SPENDING PLANS FOR t9a6. THE GOC ANOWS 
THAT tT ODES WOT WAVE ENOUGH RESOURCES (INCLUDING 
CONTRACTED FCREQGN CERT) TO FUND TTS ERADICATION OF 
POVERTY PLANS. THE GOC ASSUMED THAT IN ADDITION TO TAX 
AND DEBT RESOURCES, .1T WOULD RECEIVE SIGNIFICANT 
TRANSFERS FROM ECOPETROL PROFITS FOR USE IM THE VARIOUS 
PLANS, ECOPETROL’S PROFITS COME LARGELY FROM CANON 
LIMON EXPORTS AS 00 & FAIR SHARE OF GOC EXPORT TAX 
EARNINGS. 
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18. LUCKILY WE ARE NOT YET AT THE POINT WHERE THE®GOC 
WOULD HAVE TO CHOOSE AN ALTERNATIVE GOMESTIC ECORONIC 

STRATEGY. ALTHOUGH THE PIPELINE WAS CLOSED AND EXPORTS 

STOPPED, PIPELINE CAPACITY ALLOWS THE GOC 10 MAKE UP 

LOST EXPORIS--UP TO A POINT. PRIOR TC THE ATTACKS THE 

LIWE WAS CARRYING 285,609 89D, MOST OF WHICH WAS 

EXPORTED. IN QOLLAR TERMS, THIS REPRESENTS A DAILY LOSS : 

OF ROUGHLY 3.1 MILLION DOLLARS, OR 18.5 HILCION OM 

EXPORT LOSSES SINCE THE JANUARY 12 ATTACK, TOTAL 

PIPELINE CAPACITY [$ ASOUT 250,898 BPD. THE PRODUCTION 

LOST EACK DAY THE LINE 1S OOWN TAMES 4 DAYS 10 RECOVER. 

THE TANKER LOADING FACELITY AT COVENAS, ASSUMING SRIPS 

ARE AVAICASLE, COULD LOAD THO MAJOR VESSELS AT A TINE AS 

‘A MEANS CF RECAPTURING LOST EXPORTS. IF FRE GUERRILLAS 

CAN KEEP THE PIPELINE DOWN OR NEARLY DOWN FOR $-6 NONTHS ‘ Se : 
OF FRE YEAR, REAL EXPORTS ARE LOST BECAUSE DOWNTINE 

CAKNOT SE MADE UP BY UTILIZING EXCESS CAPACITY, 


Bl 
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